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Abstract

Introduction. Medical confidentiality is one of the key elements in protecting patients'
personal data and ensuring their right to privacy. In the context of healthcare digitalization and
the expanding powers of government authorities in Kazakhstan, new challenges arise
concerning the confidentiality of medical information.

Aim. This article aims to analyze the legal regulation of medical confidentiality in the
Republic of Kazakhstan, identify existing legislative gaps and threats to medical data
confidentiality, and develop proposals for improving law enforcement practices.

Materials and methods. The study employs methods of comparative legal analysis,
systemic and normative approaches, allowing an assessment of the compliance of current
regulations with international standards (GDPR, HIPAA). Additionally, content analysis of
Kazakhstan’s regulatory legal acts and judicial practice was conducted.

Results. It has been established that Kazakhstan’s legislation formally ensures the
protection of medical confidentiality; however, it contains several exceptions that allow
government agencies to request personal medical data without patient consent. Significant
issues include the vagueness of national security criteria, insufficient regulation of access to
digital medical databases, and the lack of effective mechanisms for monitoring and notifying
patients about the transfer of their data to third parties. Risks of data leaks have been identified
due to the inadequate level of cybersecurity in medical information systems and the low
awareness of patients about their rights.

Conclusion. To enhance the protection of medical confidentiality in Kazakhstan, reforms
are needed in several areas: strengthening judicial oversight over requests for medical data
disclosure, tightening criminal and administrative liability for unlawful dissemination,
implementing transparency mechanisms and patient notifications, and improving cybersecurity
standards. The development of educational programs for medical personnel and increasing
patients' legal awareness are also crucial steps toward strengthening the institution of medical
confidentiality and adapting it to the digital era.

Keywords: medical confidentiality, personal data, privacy, cybersecurity, right to private
life, Kazakhstan, healthcare digitalization, medical information, legal regulation

Introduction. Physician-patient confidentiality has ancient historical roots, originating
from the Hippocratic Oath, which emphasizes the physician’s duty not to disclose information
related to the patient’s health status [1]. Over time, this obligation has received more systematic
legal reinforcement, ranging from medieval medical statutes to modern constitutional norms
and specialized healthcare laws [2-4].
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In the Republic of Kazakhstan, the institution of physician-patient confidentiality is
currently based on several key legal acts, one of the most fundamental being the Constitution
of the Republic of Kazakhstan (1995, as amended) [5]. For example, Article 18 of the
Constitution guarantees the inviolability of private life, personal and family secrets [5]. This
provision, in turn, creates a fundamental legal basis for the subsequent detailed regulation of
medical confidentiality [6]. Article 39 states that human rights and freedoms may be restricted
exclusively by law and only to the extent necessary to protect the constitutional order, public
order, human rights and freedoms, as well as public health and morality. Thus, state intervention
in the field of personal medical information must be justified and legislatively regulated [7].

Another equally important legal act is the Code of the Republic of Kazakhstan "On
people's health and the healthcare system" (2020) [6]. This is a fundamental act that
systematizes the norms related to medical care, including compliance with and protection of
medical confidentiality. Specifically, in chapters dedicated to patients' rights (e.g., Chapter 13),
it is stated that medical workers are obliged to maintain the confidentiality of information about
a patient's health condition and other data obtained during the provision of medical services
(Articles 95-96). The Code also provides mechanisms for legal liability (civil, administrative,
and criminal) in cases of breaches of medical confidentiality [8].

In addition to the above, the Law of the Republic of Kazakhstan "On Personal Data and
Their Protection" dated May 21, 2013, No. 94-V, plays a significant role. It regulates the
collection, storage, processing, dissemination, and protection of personal data, including
particularly sensitive health data. For instance, Articles 7 and 8 of this law mandate obtaining
the subject’s (patient’s) consent for the processing of their personal data, except in cases
provided by law (e.g., upon request from law enforcement agencies or for the protection of the
life and health of other individuals). Article 10 establishes general principles of security and
confidentiality in handling personal data, which directly relates to compliance with medical
confidentiality [9].

It is also important to note the Criminal Code of the Republic of Kazakhstan (CC RK),
which contains provisions on criminal liability for the unlawful disclosure of information
constituting medical secrecy, as well as for unauthorized collection and dissemination of
personal data (Article 147 CC RK — violation of privacy, Article 192 CC RK — disclosure of
private life information, etc.). These provisions regulate the responsibility of medical personnel
and other individuals who have access to confidential information that may be unlawfully used
for personal gain or other purposes [10].

Beyond the aforementioned legal sources, aspects of medical confidentiality are regulated
by a number of subordinate acts, such as orders of the Ministry of Healthcare regarding the
rules for maintaining medical records, as well as provisions on the procedure for exchanging
information between medical organizations and state authorities [11]. Additional nuances may
be reflected in laws affecting related areas, such as legislation on state statistics, social
protection, and insurance [12].

However, despite the formal recognition of the special status of medical confidentiality
[13], legal practice in Kazakhstan demonstrates a number of situations where medical secrecy
can be disclosed without the patient's consent. For example, at the request of competent
authorities (courts, prosecutors, investigative bodies) based on the Criminal Procedure Code of
the Republic of Kazakhstan (CPC RK) [10], as well as in the interests of public safety and
public health, including anti-epidemic measures [8].

When considering social security issues (such as pension and benefit assignments),
authorized bodies may request information about a person's health status. Additionally, the
operation of electronic platforms (EGov, digital medical record storage systems) may lead to
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an expansion of the range of individuals and organizations with access to certain patient data
[14-16].

In the scientific literature on medical law and bioethics, it is emphasized that an excessive
number of exceptions allowing authorized structures to access confidential information creates
a risk of "dilution" of the institution of medical secrecy [17]. Researchers note that patients are
often unaware of how many different bodies and institutions have the authority to access their
personal medical data and lack mechanisms for real control over the use of this information
[18].

Thus, this article will analyze the legislative foundations of medical secrecy, focusing on
the practical aspects of disclosing confidential information in the context of national security
and criminal prosecution, as well as the risks associated with the digital transformation of
healthcare in Kazakhstan. The aim of this review is to assess whether the existing regulatory
system aligns with the principle of protecting the patient's right to privacy or, on the contrary,
whether this right may, in some cases, lose its force under the pressure of state interests and
bureaucratic procedures.

Materials and Methods. This study employs comprehensive legal analysis methods that
enable a thorough assessment of the compliance of existing regulations with international
standards (GDPR, HIPAA) and the identification of potential gaps in legal regulation.

Comparative Legal Analysis

This method was used to compare the norms of Kazakhstan’s national legislation with
international standards in the field of personal data and medical information protection.
Particular attention was paid to the European Union’s General Data Protection Regulation
(GDPR) and the U.S. Health Insurance Portability and Accountability Act (HIPAA), including
their key provisions on data protection, processing principles, data subjects’ rights, data
operators’ obligations, and security measures [19].

Systemic Approach

The application of a systemic approach made it possible to consider national legal
regulation as part of a broader system for personal data protection in international practice.
Within this method, an analysis of the interrelations between various regulatory legal acts of
Kazakhstan governing confidentiality and information protection in the healthcare sector was
conducted.

Normative Approach

This method was applied to study and assess the effectiveness of existing national legal
norms. It enabled the identification of compliance or non-compliance of Kazakhstan’s
regulatory acts with international standards, as well as the detection of possible gaps and
contradictions in legal regulation.

Content Analysis of Regulatory Legal Acts

A detailed content analysis of Kazakhstan’s existing laws and by-laws regulating personal
data and medical information protection was conducted. Key documents were examined,
including the Law of the Republic of Kazakhstan "On Personal Data and Their Protection," the
Code "On People's Health and the Healthcare System," as well as subordinate acts regulating
the processing, storage, and transfer of medical data.

Analysis of Judicial Practice

The study includes an analysis of court decisions regarding personal data protection and
medical confidentiality in Kazakhstan. The main trends in law enforcement practices were
identified, along with existing legal conflicts and gaps in the protection of patient data.

Thus, the application of these methods allowed for a comprehensive assessment of the
level of legal protection of personal data in Kazakhstan, the identification of problematic
aspects, and the proposal of ways to improve legislation in line with international standards.
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Results

Sources of Medical Confidentiality in Kazakhstani Law

The foundation of legal regulation of relations related to the protection of the
confidentiality of medical data is the Constitution of the Republic of Kazakhstan (1995, with
subsequent amendments) [5]. In particular, Article 18 proclaims the inviolability of private life,
while Article 19 establishes every person's right to the protection of their personal data.
Although these provisions do not explicitly mention the term "medical confidentiality," their
meaning implies the state's obligation to ensure the protection of any information affecting an
individual's private sphere, including data on their health status [5].

The constitutional enshrinement of this right imposes responsibility on legislators and law
enforcement agencies to develop and implement mechanisms that prevent unlawful access to
medical information. Therefore, any restrictions or exceptions concerning confidentiality
protection must be clearly regulated and comply with the principle of legality [20].

The key regulatory legal act explicitly establishing the institution of medical
confidentiality in Kazakhstan is the Code "On People's Health and the Healthcare System"
(hereinafter referred to as the Code), adopted in 2020 [8]. According to Article 95 of the Code:

"Healthcare professionals are required to maintain confidentiality regarding any
information about a patient's health status, diagnosis, prognosis, treatment methods, and other
data obtained during the provision of medical care."

This provision reflects the general principle of confidentiality and is further detailed in
subsequent sections of the Code, which stipulate the requirement for the patient's mandatory
consent before transferring relevant information to third parties. Additionally, the Code
establishes that in cases of breach of medical confidentiality, the degree of legal liability—
whether administrative or criminal—depends on the severity of the consequences and the harm
caused to the patient [8].

Thus, the Code not only declares the obligation to maintain confidentiality but also
establishes a direct link to legal protection mechanisms. This approach is intended to encourage
healthcare professionals (and, in some cases, administrative personnel) to take a more
responsible attitude toward storing and processing personal health data [21].

An important legal element that complements the overall framework of confidentiality is
the Law of the Republic of Kazakhstan "On Personal Data and Their Protection" dated May 21,
2013, No. 94-V [9]. This law regulates the collection, processing, storage, and dissemination
of any personal information, including biometric and other sensitive health data. The law
stipulates that such data can only be processed with the subject’s consent or by direct legal
mandate. In particular, Article 7 states that the collection and processing of personal data
without consent are allowed only in cases explicitly provided for by law (for example, upon
request from law enforcement agencies or in the event of a public health threat). This approach
aims to minimize the risk of abuse by third parties and authorized state bodies [22, 23].

At the same time, there are several exceptions that allow bypassing the need for obtaining
patient consent (Articles 8, 9, etc.) [9]. For example, when it comes to protecting the life and
health of other individuals or conducting operational-search activities. These provisions, on the
one hand, ensure a balance between protecting patient rights and safeguarding public interest,
but on the other hand, they create prerequisites for a possible "erosion" of confidentiality if
appropriate data access control procedures are not properly followed [24].

Special attention should be given to specific regulations that reflect the heightened
sensitivity of certain categories of medical data [25]. For instance, Article 186 of the Code "On
People's Health and the Healthcare System" explicitly regulates confidentiality issues in
psychiatric care [8]. It emphasizes that information about a patient’s mental health, treatment
methods, and related facts is subject to special protection. Similarly, the Law "On the
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Prevention and Treatment of HIV Infection and AIDS" contains provisions aimed at protecting
individuals with HIV-positive status from discrimination and unauthorized disclosure of
information about their health condition [26].

Enhanced confidentiality measures in these cases are dictated by the high risks of
stigmatization and potential discrimination against patients [27]. Despite this, practice shows
that these guarantees may weaken under the influence of various regulations that allow
government authorities (e.g., law enforcement agencies or sanitary-epidemiological services)
to request relevant information in a number of exceptional situations [28]. In the absence of
clear procedural rules, this could lead to uncontrolled expansion of the range of entities gaining
access to particularly sensitive information [29].

Thus, Kazakhstan’s legislation has established a multi-level legal mechanism that, on the
one hand, enshrines the principle of medical secrecy and protects the patient from unlawful
intrusion into their personal sphere, but on the other hand, includes exceptions that often allow
bypassing the need for patient consent. How exactly these exceptions are implemented in
practice and what factors contribute to the "erosion" of confidentiality will be the subject of
further analysis.

Exceptions to Medical Confidentiality

Even with the formal recognition of the special status of medical confidentiality, the
legislation of the Republic of Kazakhstan provides for cases where confidentiality protection
may be limited by more significant (from the state's perspective) interests. In particular, Article
96 of the Code "On People's Health and the Healthcare System" establishes that the disclosure
of medical information about a patient is possible in situations where there is a direct legal
requirement [8]. If maintaining confidentiality contradicts specific legislative acts—such as the
Criminal Procedure Code (CPC) of the Republic of Kazakhstan. According to Article 113 of
the CPC, during a criminal investigation, pre-trial investigation authorities or the court may
request necessary information, including medical documents.

Additionally, authorized bodies such as courts, prosecutors, investigative, and inquiry
agencies have the right to request information covered by medical confidentiality when it is
necessary for solving crimes or protecting public interests and national security (Article 96 of
the Code and relevant articles of the CPC) [8,9].

The threat to the life and health of third parties should also be noted [30]. If there is a
justified risk of an epidemic outbreak, the spread of a disease dangerous to others, or violent
actions against other people, state authorities may require the disclosure of confidential
information (Article 96 of the Code; similar provisions are found in certain regulatory acts of
the Ministry of Health) [8,11].

Accordingly, just like patient consent itself, when a patient provides written consent, they
have the right to determine which specific information and to what extent may be transferred
to particular individuals or organizations. This principle aligns with the provisions of the Law
"On Personal Data and Their Protection" (Article 8), which emphasizes the importance of the
data subject's will [9].

Thus, these grounds demonstrate a balance between the protection of citizens' private
lives and the necessity of safeguarding public interests. However, in real practice, there is not
always a clear mechanism for notifying the patient that their medical data has been transferred
to a particular agency. This may lead to a lack of transparency in the process and the absence
of patient control over how and to whom information about their health is transmitted. The
absence of such procedures increases the risk of unlawful or disproportionate interference in
personal life, which, in the long run, could undermine public trust in the healthcare system [31].

Potential Threats to Medical Confidentiality in Kazakhstan
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With the rapid development of digital technologies and their integration into the
healthcare sector, Kazakhstan is forming state electronic databases of patients, electronic
medical records, and other medical information systems (MIS). Additionally, eGov services are
being implemented, allowing citizens to receive and transmit information remotely. Despite the
obvious advantages (simplification of bureaucratic procedures, increased accessibility of
medical services, and optimization of document management), these processes come with a
number of risks.

For example, in addition to medical professionals, IT specialists and administrative
personnel often have access to electronic databases. The regulation of their authority is not
always clearly defined, which in turn increases the likelihood of unauthorized viewing or
copying of confidential information, especially in the absence of strict access audits [32].

It is also important to consider hacker attacks, data leaks caused by unscrupulous
employees, or an insufficient level of cybersecurity, which can lead to the loss or disclosure of
patients' medical information. A unified medical data registry (for instance, within the
framework of integration with eGov portals) may become an attractive target for
cybercriminals.

The current legislation regulating the electronic processing and storage of medical data
[8] is, in some cases, insufficiently coordinated. There are gaps and overlapping requirements,
leading to practical difficulties and the risk of uncontrolled access to personal information.

In the digital age, the need for strict regulation and continuous improvement of
cybersecurity measures is becoming one of the key priorities for preserving medical
confidentiality [33].

Another important topic for discussion is the awareness of Kazakhstani citizens. A
significant portion of the population of the Republic of Kazakhstan lacks sufficient knowledge
about their rights and the mechanisms for protecting confidential medical information. For
example, formal signing of consent for the processing of personal data or situations where
patients often sign standard forms without reading their content and without understanding what
exactly they are agreeing to.

These shortcomings indicate a lack of clarification from medical professionals.
Healthcare personnel do not always provide detailed explanations of the legal consequences of
sharing information with third parties. Patients are often unaware of which governmental or
non-governmental organizations request their personal data from medical institutions and for
what purpose.

As a result, the actual protection of patients' rights is weakened—even when formal
confidentiality regulations exist, a citizen may find themselves faced with the fact of a data leak
or transfer without knowing how and by what means to challenge such actions [34].

The Criminal Code of Kazakhstan mandates the compulsory notification of law
enforcement authorities about certain serious crimes, particularly if there is a threat to the life
and health of third parties [10]. A doctor who possesses information about such a crime may
encounter a conflict between their professional duty to maintain patient confidentiality and their
legally established obligation to notify the competent authorities.

However, the legislation and comments on the Criminal Code do not always provide clear
criteria on when a doctor must override medical confidentiality in favor of public interest or the
interests of justice. If a healthcare worker fails to report a planned or committed serious crime,
they may face liability for concealment. At the same time, exceeding their authority and
disclosing medical confidentiality without sufficient grounds entails other legal sanctions [10].

This legal contradiction poses a risk for healthcare professionals who, in trying to comply
with the requirements of the Criminal Code, may inadvertently violate a patient's right to
confidentiality.
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Another concerning aspect is the broad and sometimes vague interpretation of terms such
as "national security" or "public interest". Not all requests related to "state interests" require
judicial approval or subsequent notification of the patient. The lack of mandatory judicial
review (or oversight by another independent body) increases the risk of abuse. Furthermore,
agencies with the authority to obtain data sometimes request more information than is necessary
to address a specific issue, which poses a risk of violating citizens' privacy rights [9].

Thus, an expanded interpretation of "state necessity" may lead to unjustified intrusions
into patients' personal lives, creating systemic prerequisites for limiting medical confidentiality
and weakening constitutional protections.

Discussion. The structure and content of Kazakhstan's legislation demonstrate the state's
commitment to ensuring a high level of confidentiality protection for medical data. The
Constitution of the Republic of Kazakhstan (Articles 18, 19) establishes the fundamental
provisions that serve as the basis for all subsequent regulatory acts in the field of medical
confidentiality protection [5]. Additionally, the Code "On Public Health and the Healthcare
System" (2020) and the Law "On Personal Data and Their Protection" (2013) define specific
mechanisms for ensuring confidentiality and liability for its violation [9]. However, a detailed
analysis of law enforcement practice reveals that several issues and contradictions reduce the
real effectiveness of these norms.

Firstly, the extensive list of exceptions (Article 96 of the Code and corresponding
provisions of the Criminal Procedure Code of the Republic of Kazakhstan) often leads to
situations where the disclosure of medical information is permitted not only for the protection
of genuine public interests (e.g., preventing serious crimes) but also under less critical
circumstances [10]. This creates grounds for subjective interpretation of the norms and the risk
of unjustifiably broad access by various agencies to patients' health information.

Secondly, the digitalization of healthcare and the development of electronic platforms
(including public services on the eGov portal and medical information systems) require clearer
regulatory frameworks. Researchers note that the existing bylaws lack clearly defined criteria
for access rights differentiation and audit procedures in medical institutions. As a result, IT
specialists, technical service staff, or government agencies may gain access to significant
amounts of sensitive data without always understanding the limits of their authority. This
increases the vulnerability of confidential information to cyberattacks and internal data leaks
within healthcare institutions [35].

Thirdly, limited patient awareness of their rights and the responsibilities of medical
professionals often leads to situations where individuals are unaware of which entities and on
what grounds may receive information about their health. As a result, even lawful actions by
law enforcement agencies or social services are perceived by patients as arbitrary and
uncontrolled interference in their private lives. On the other hand, the absence of a notification
mechanism for patients regarding the transfer of their data (except in rare cases) effectively
deprives them of the ability to challenge potential abuses and protect their rights through
judicial or administrative means [36].

Fourthly, a legal conflict often arises between a physician's duty to maintain medical
confidentiality and the requirements of criminal law to report planned or committed crimes
(Article 113 of the Criminal Procedure Code of the Republic of Kazakhstan and related
provisions). A medical professional may find themselves in a situation where it is unclear which
obligation should take precedence: protecting the patient as the holder of confidential
information or serving the public interest in preventing criminal activity. The absence of
uniform law enforcement guidelines increases the risk of a binary approach: either the doctor
breaches confidentiality or risks being held accountable for concealing information [10].
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Summarizing the above, it can be concluded that the legal framework generally reflects
the principles of confidentiality; however, the implementation of these principles is complicated
by numerous exceptions and insufficiently clear procedural control rules. In the context of
increasing digitalization of healthcare, these gaps may become even more pronounced. To
prevent a systemic decline in patient trust toward healthcare institutions, it is necessary to
improve both the laws themselves and the mechanisms for their enforcement.

Proposals for Reforming Medical Confidentiality Legislation

The issue of medical confidentiality protection in the Republic of Kazakhstan requires
comprehensive reform to ensure a balance between a patient's right to the inviolability of
medical data and the needs of law enforcement agencies.

First and foremost, it is proposed to amend Article 273 of the Code of the Republic of
Kazakhstan "On Public Health and the Healthcare System" [8]. Specifically, it is necessary to
either eliminate the list of exceptions allowing the disclosure of medical confidentiality or
clearly define the conditions for their application. It should be established that the provision of
information at the request of investigative, prosecutorial, or judicial authorities is only
permissible based on a court order or a prosecutor's decision with mandatory justification. This
measure will ensure proper judicial oversight of access to medical data, preventing abuses and
unjustified requests [37].

dditionally, it is proposed to develop an appropriate procedure in the Criminal Procedure
Code of the Republic of Kazakhstan. The procedural framework for obtaining permission to
access information constituting medical confidentiality should be clearly defined. Similar to the
process for authorizing interrogations, an investigator should be required to apply to a court or
an authorizing prosecutor with a reasoned petition justifying the necessity of obtaining specific
medical data. The judge should promptly review the petition and issue a decision granting or
denying access, specifying the exact data to be disclosed. This approach will prevent arbitrary
access and ensure the legality of interventions [38].

It is also necessary to eliminate terminological ambiguity in Article 273 of the Code.
Specifically, the concept of "harm to health caused by unlawful actions" should be detailed,
clarifying that medical professionals inform the relevant authorities only in cases where there
1s a reasonable suspicion of a crime (e.g., gunshot wounds, assault) [8]. At the same time, the
volume of disclosed information should be strictly limited: only the diagnosis and nature of the
injury should be reported. Similarly, provisions regarding the transfer of information related to
mental disorders and tendencies toward sexual violence should be clarified, requiring a
preliminary conclusion from a medical commission and notifying guardianship authorities in
cases of socially dangerous patient behavior [8].

Additionally, it is proposed to implement the principle of minimal disclosure of data. A
rule should be established stating that even when there is a legal basis for disclosing medical
confidentiality, the provided information must be limited to the necessary minimum. This
principle aligns with international practice and aims to prevent excessive collection of personal
data [39].

Finally, it is necessary to establish a mandatory registry of requests for the disclosure of
medical information. Medical organizations must keep records of all requests, including the
requesting authority, the volume of data provided, and the basis for the transfer of information.
A mechanism should be in place to notify the patient about the fact of a request for their medical
data after the investigation is completed, provided that such notification does not harm the
justice process. This measure will ensure additional transparency and prevent unjustified
intrusions into citizens' private lives [40].

Strengthening Responsibility for Violations of Confidentiality
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Enhancing accountability for breaches of medical confidentiality is necessary to prevent
illegal disclosure of medical data and to protect patients' rights. To toughen legislation, it is
proposed to expand criminal and administrative liability, introduce mandatory notification of
confidentiality violations, and establish mechanisms for compensation for harm.

First, Article 321 of the Criminal Code of the Republic of Kazakhstan needs to be revised
[10]. Liability for the disclosure of medical information should extend not only to medical
workers but also to any individual who has obtained such data through official duties or by
other means. This will eliminate cases of impunity for disclosure, such as by law enforcement
agencies or government officials. Sanctions should be tightened: for intentional disclosure
without severe consequences — a fine of up to 1,000 MCI or imprisonment for up to 1 year; if
the disclosure led to serious consequences (e.g., defamation of the patient, suicide attempts) —
a fine of up to 5,000 MCI or imprisonment for up to 5 years. Aggravating circumstances should
include abuse of official position and personal gain.

Second, administrative liability should be established for organizations that fail to protect
medical data [41]. The Code of Administrative Offenses of the Republic of Kazakhstan should
include an article on violations of information protection regimes, prescribing significant fines:
for officials — 200-500 MCI and for legal entities — stricter sanctions with progressively
increasing fines for repeated violations. Similar measures are provided for under the GDPR,
where administrative fines can reach up to 4% of a company's annual turnover.

The third area involves introducing a mandatory notification requirement for
confidentiality breaches [42]. Legally, medical organizations and personal data operators must
be required to inform authorized bodies (e.g., Ministry of digital development, innovations and
aerospace industry of the Republic of Kazakhstan) of violations within 72 hours and notify
affected patients within 7 days. This will enhance system transparency and enable timely
protective measures.

Additionally, the right of patients to claim moral damages in cases of unlawful disclosure
of their medical data should be legally defined [43]. Explanations from the Supreme Court
Plenum could specify the procedure for determining compensation, considering the degree of
suffering caused. Special attention should be given to cases involving the disclosure of
diagnoses that could lead to discrimination (e.g., HIV or mental illnesses) [44].

Moreover, patients should have the right to obtain information about the lawful disclosure
of their data. Medical organizations must provide patients with details about who received their
personal data and on what grounds after confidentiality restrictions are lifted (e.g., by court
decision). This aligns with the principles of transparency and personal data control [44].

Cybersecurity Standards for Medical Data: Audit and Resilience Systems

Ensuring the security of medical data requires strict compliance with information security
standards and regular oversight of their implementation [45]. To prevent data leaks and
unauthorized access, the following measures are proposed:

First, regular security audits should be institutionalized [46]. Organizations processing
medical data should be legally required to conduct independent information security audits at
least once a year. The audit should include a compliance check of systems with security
requirements, risk analysis, and penetration testing. The results should be documented in a
report identifying vulnerabilities and recommending their remediation. This audit could become
a mandatory condition for renewing a medical organization’s license or accreditation.

Second, state control and certification of medical information systems (MIS) should be
introduced.  Creating a registry of certified MIS that meet security requirements will help
prevent the implementation of unprotected systems. Certification should be conducted at the
level of an authorized body (e.g., Ministry of digital development, innovations and aerospace
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industry of the Republic of Kazakhstan) in cooperation with cybersecurity centers. A similar
approach is applied in the banking sector, where data protection standards are strictly regulated.

The third area involves specifying the minimum security requirements for MIS.
Mandatory provisions should include annual system testing by third-party licensed
organizations, the implementation of two-factor authentication, differentiation of access levels
(administrator and super-administrator), and encryption of data both at rest and in transit.

Additionally, the principles of "privacy by design" and "security by design" should be
adopted. The development of new electronic healthcare services must incorporate privacy and
security requirements from the outset. For example, when creating patient applications, it is
crucial to minimize unnecessary data collection and ensure protective mechanisms. This
approach aligns with international standards, including the GDPR.

Another key measure is mandatory monitoring and incident response. Large medical
resources must implement intrusion detection and logging systems and develop incident
response plans outlining actions in case of breaches, system isolation, and digital forensics.

Furthermore, the qualification of technical personnel should be improved. The human
factor is one of the key causes of data leaks [47]. Establishing mandatory training requirements
for security administrators and conducting regular refresher courses will reduce the likelihood
of phishing attacks and weak password use. Medical organizations should either employ an in-
house information security specialist or contract an external company for security support.

Regular audits and penetration tests will help identify and address vulnerabilities before
malicious actors exploit them. Strict security requirements will significantly complicate
unauthorized access to data. In the era of digital healthcare, cybersecurity becomes an integral
part of medical confidentiality. Implementing the proposed measures will ensure robust
protection of patient personal data and increase trust in medical information systems.

Educational Measures and Means for Healthcare Workers and Patients

Raising awareness among all participants in medical relations about medical
confidentiality and personal data protection plays a key role in ensuring privacy [48].
Legislative norms will be effective only if they are fully understood and realized by all parties
involved.

First, it is necessary to introduce mandatory training and certification for healthcare
workers on confidentiality issues [49]. All healthcare system employees—doctors, medical
staff, pharmacists, and administrators—must undergo annual briefings or continuing education
courses that include legal aspects of medical confidentiality and technical data protection skills
(use of information systems, password protection, phishing detection). Upon completion of the
training, an assessment should be conducted, similar to HIPAA requirements [50].

Second, the topic of medical confidentiality should be incorporated into the curricula of
medical universities and colleges. Students must study the legal and ethical foundations of
confidentiality, as well as cybersecurity issues in the medical field. In professional development
programs for doctors, the study of information security should be mandatory.

The third direction is informing patients about their rights. During their first visit to a
medical institution, patients should receive an informational leaflet explaining the privacy
policy, the list of processed data, the purposes of its use, the individuals who have access, and
the procedure for filing complaints in case of rights violations.

Signing informed consent for medical intervention should be accompanied by
familiarization with the privacy policy [51].

Additionally, a system for informing patients about access to their data should be
implemented. For example, patients could receive notifications (via SMS or electronically)
when their medical record is accessed by a specific doctor.
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Awareness efforts and methodological recommendations also play an important role. The
Ministry of Health, together with authorized bodies, should develop and distribute guidelines
for medical organizations describing procedures for ensuring confidentiality compliance,
response algorithms for law enforcement requests, actions in case of suspected data leaks,
internal investigations, and staff training. Moreover, informational campaigns should be
conducted, including media publications, seminars for healthcare institution leaders, and the
distribution of informational materials in clinics.

Furthermore, encouraging conscientiousness in data protection should be considered. The
introduction of industry ratings or awards for a high level of confidentiality and the absence of
data leaks will create positive motivation for medical organizations, making data protection not
just an obligation but a reputational advantage.

Healthcare professionals should recognize not only the legal responsibility but also the
moral aspect of protecting patient data. In turn, patients, knowing their rights, will be able to
trust the healthcare system and provide complete information about their health without
concerns about confidentiality. Awareness and education serve as sustainable mechanisms for
protecting personal data and medical confidentiality [52].

Conclusion. The proposed reforms comprehensively strengthen the institution of medical
confidentiality in Kazakhstan. The introduction of judicial oversight for access to medical data
guarantees the protection of the constitutional right to privacy, raising the level of personal data
security to international standards. Strengthening liability—both individual (criminal) and
institutional (administrative)—creates effective sanction mechanisms and prevents violations.
The introduction of mandatory patient notifications about instances of medical data disclosure
enhances the fairness and reliability of the system.

Technical security standards and regular audits minimize the risks of data leaks, making
medicine more secure in the era of digital transformation. This aligns with best practices under
GDPR and HIPAA, ensuring a comprehensive approach to personal data protection. Awareness
and training for medical professionals, administrative staff, and patients strengthen legal
consciousness and foster a culture of confidentiality.

Importantly, the proposed reforms are based on international experience, adapting
effective GDPR and HIPAA mechanisms to Kazakhstan's realities. For example, financial
penalties will be proportionate to the national economic scale, and data access procedures will
become more transparent and controlled. International enforcement practices (such as CNIL
fines in France and record HIPAA settlements in the U.S.) demonstrate that such measures
reduce the scale of violations and ensure their prompt detection and elimination.

The implementation of these changes will require legislative adjustments, the
development of regulatory acts, staff training, and IT infrastructure modernization. However,
these investments are justified, as increasing public trust in the healthcare system fosters more
open interactions with doctors, improves patient adherence to treatment, and ultimately
enhances the quality of medical care. Medical institutions, by avoiding data leaks, will preserve
their reputation and prevent financial losses. The state, in turn, will fulfill its obligations to
protect citizens' rights, demonstrating commitment to modern data security standards.

In an era where information has become a strategic resource, protecting confidentiality is
a top priority. Medical confidentiality is not an archaic concept but a key tool for safeguarding
citizens' dignity and privacy. A comprehensive reform based on the proposed measures will
elevate Kazakhstan's legal framework to a new level, ensuring its compliance with global best
practices. In the future, these principles may also be adapted for other sectors, such as
education and social protection, which also handle significant amounts of personal data. The
key is the consistent and conscientious implementation of these measures.
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As a result, medical confidentiality in Kazakhstan will become truly inviolable, as

required by law, medical ethics, and societal expectations.
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KA3AKCTAHHBIH KYKBIKTBIK )KYHECIH/IETT IOPITEPJIIK KYITHS:
HAKTBI )KEKE OMIPJI KOPFAY KYPAJIBI MA?

C.T. UKCATOBA, b.IlI. BEKEATBIPOB
NunoBanmsuieik Eypasust yausepcuteti, [laBnonap, Kazakcran

Tyiingeme

Kipicne. [[opirepiik Kynmusi — MalMEeHTTIH KeKe JEePEKTEepPiH KOpFayJblH JKOHE KeKe
eMipre KoJl CYFhIIMAyIIBUIBIK KYKBIFBIH KAMTaMachl3 €TYIH MaHbI3bl SJIEMEHTTEPiHIH Oipi.
Kazakcranna neHcaynblK cakTay >KyHeciHiH Hu(pIaHybl KoHE MEMIIEKETTIK OpraHaap.IbIH
OKUIETTIKTEPIHIH KEHEI01 asChIHIa MEAWIIMHAIBIK MOIIMETTEPAIH KYIUSIIBUIBIFBIH CaKTay
MoceJieciHe KaThICThI )KaHa ChIH-KaTepiiep TybIHAay/a.

Makcatsl. by makana Kazakctan PecniyOnukachinga opirepiaik Kynusi ”HCTUTYTHIHBIH
KYKBIKTBIK PETTENyiH Tajjay, 3aHHaMaJblK OJKBUIBIKTap MEH MEIUIIMHANBIK JEePEeKTEepaiH
KYIUSUIBUIBIFBIHA TOHETIH KaylnTepJl aHbIKTay, COHJal-aK KYKBIK KOJJaHy TxXipuOeciH
KETUIAIpy OOMBIHIIIA YCHIHBICTAP d3ipieyre OarbITTalIFaH.

Marepuangap MeH dmicTep. 3epTTeylie CAITBICTHIPMAIBI-KYKBIKTHIK Tajjaay, >Kyhemi
KOHE HOPMATHUBTIK OIICTEp KOJIAHBUIBIN, KOJJAHBICTaFbl HOPMAaJapblH XalbIKapabIK
craugaprrapra (GDPR, HIPAA) coiikecriri Oaramannbl. CoHbIMEH KaTap, Kazakcran
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Pecniy0iuKkachIHBIH HOPMATHBTIK-KYKBIKTHIK aKTiIepiHE KOHE COT MPaKTHUKAChIHA KOHTEHT-
Tanmay Kypriziaii.

Horu:kesiep. Kazakcran 3aHHaMachl Jopirepiiik KYMUsHbI GopMaiibl Typlie KOpFay/bl
KaMTaMachl3 eTelll, ajlaiiia MalueHTTiH KeJIiCIMIHCI3 MEMIIEKETTIK OpraHapra MEIUIIMHAIIBIK
JEpeKTepAl CypaTyFa MYMKIHIIK OepeTiH Oipkarap epekmenikrep nae ©Oap. Herisri
MoceJieNiepIiH KaTapblHa YITTBIK KayilCi3liK KpUTEpUINIEPiHIH HAKThUIAHOAYBI, IH(PIBIK
MEIUIIMHATIBIK ~ JepeKTep ©Oa3achlHa KOJDKETIMIUTIKTIH  JKETKUIIKCI3 PETTellyl JKOHE
NalMEeHTTEepPre OJIAp/bIH JePEKTEPiHiH YIIIHIII TyIFamapra Oepiayi Typaibl XabapiaMay/biH
THIMJII TETIKTEPIHIH KOKTBIFBI JKaTajpl. COHMIali-aK, MEIUIIMHAIIBIK aKIapaTThIK KYHeIepIiH
KHOEPKAyINCi3MIK JEHTeHiHIH TOMEHIrN JKOHE MalUEHTTEPIIH 63 KYKBIKTaphl TYpallbl
KETKITIKC13 Xabapaap O0ysl akmapaTThIH CHIPTKA Tapaly KaymiH apTThIPaThIHbI aHBIKTAJIbI.

KopsiThinabl. KazakcTanaa MeTuIMHAIBIK KYIUSHBI KOPFay JCHISHIH apTThIpY YIIiH
OipHemie OarbiTTap OoMbIHIIA pedopMaliap KakeT: METUIUHAIBIK ICpeKTepAl Kapus ery
Typaibl Cypay caiyjapra COT OaKbUIayblH KYIICWUTY, OJIApAbl 3aHCHI3 TapaTKAaHBI YIIiH
KBbUIMBICTBIK JKOHE OKIMIILIIK >KayalKepHIUTKTI KYIIEHTy, allbIKTBHIK IEeH MalueHTTepAl
xabapaap eTy TEeTIKTepiH eHTi3y, KHOepKayilCi3IiK CTaHAapTTaPbIH KETULIIPY. MeTuImHATBIK
KbI3METKepJiepre apHainran OuriM Oepy OarmapiamanapblH 93ipiiey KoHE MalueHTTepIiH
KYKBIKTBHIK CayaTThUIBIFBIH aPTTHIPY J1a MEIUITMHAIBIK KYTHSHBI CAKTay HHCTUTYTHIH HBIFAUTY
JKOHE OHBI HU(DPIBIK Toyipre OeilimMaey sKONbIHAAFbl MaHbI3bl Kagamaap O0bI TaObLIa bl

Tyitinai ce3mep: mopirepiik Kymusi, )KeKe AepeKTep, KYNMHUIIbUIBIK, KHOSPKAyINCi3IiK,
JKEKe eMipre KOJI CYFbUIMAyIIbUIBIK KYKBIFBI, Ka3akcTaH, eHcayblK cakTayblH HU(pIaHysl,
MEIMIMHAIBIK aKIapaT, KYKbIKTHIK PETTEY

BPAUYEBHAS TAMHA B IIPABOBOM CUCTEME KA3AXCTAHA:
PEAJIBHBIN JIX O TO UHCTPYMEHT 3AIATHI YACTHOM KU3HU
MAIIMEHTA?

C.T. UKCATOBA, b.1lI. BEKBATBIPOB
WNunoBauvonHnslil EBpasuiickuii yausepcurert, [laBnonap, Kazaxcran

AHHOTAnHUA

BBenenue: BpaueOHas TaifHa mpencTaBisieT COOOW OAWH M3 KIIFOYEBBIX SJIEMEHTOB
3alIUTHl TIEPCOHANBHBIX JAHHBIX MAIlMeHTa U O0ecleyeHus MpaBa Ha HEMPUKOCHOBEHHOCTh
YacTHOM XW3HU. B ycrnoBusx nupoBU3auy 31paBOOXpaHEHUS U PaCIIMPEHUs TOJTHOMOYMMA
rOCyJapCTBEHHbIX OpraHoB B Ka3zaxcraHe BO3HUKAalOT HOBBIE BBI3OBbBI, CBSI3aHHBIE C
coOioieHreM KOH(GUIEHITATLHOCTH METUIIMHCKUX CBEJCHUH.

Hean. JlanHas ctaThsl HampaBieHa Ha aHAJIW3 MPABOBOrO PEryJUPOBAHUS MHCTUTYTA
BpaueOHoM TaitHbl B Pecniyonuke KasaxcraH, BbIsIBIEHHE CYIIECTBYIOIIUX 3aKOHOAATEIbHBIX
npoOesioB U yrpo3 A KOH(PHUACHIUATHHOCTH MEIUIIMHCKUX ITaHHBIX, a TaKke pa3paboTKy
MPEeJI0AKEHHUH 110 COBEPIIEHCTBOBAHUIO ITPABOIIPUMEHUTEILHON MTPAKTHKHY.

Metoabl. B uccnenoBanuy NmMpUMEHEHbI METOJAbl CPAaBHUTEIBHO-IPABOBOIO aHAIM3a,
CHUCTEMHOI'0 U HOPMAaTUBHOI'O NOAX0/10B, TO3BOJIAIOIINE OLIEHUTh COOTBETCTBHE IEHCTBYIOIINX
HOpM MexayHapoaHbiM crangaptam (GDPR, HIPAA). Takxe vcnofb30BaH KOHTEHT-aHAIH3
HOpPMaTUBHO-TIPaBOBBIX akTOB KazaxcraHa u cyneOHOI MpaKkTUKHU.

Pe3yabTaThl. YCTaHOBJICHO, 4YTO 3aKoHOAaTenbcTBO Kaszaxcrana dopmanbHO
oOecrieunBaeT 3alIUTy BpauyeOHOM TallHbI, OJTHAKO CONEPXKUT PSAJT UCKIIIOUEHUH, MO3BOJISIFOIINX
rOCy/IapCTBEHHBIM OpTraHaM 3alpalIuBaTh MEPCOHATbHBIC METUIIMHCKUE TaHHbBIE O€3 COTTIacHs
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nanuenTa. CylecTBeHHbIE POOJIEMbI CBSI3aHbl C Pa3MBITOCTBIO KPUTEPHEB HAI[MOHAIBHON
0€3011aCHOCTH, HEIOCTaTOYHO!M periaMeHTaIlel JoCTyna K Hu(poBbIM MEIUIIMHCKUM 0a3am,
a TakXke OTCYTCTBUEM 3((EKTUBHBIX MEXAaHU3MOB KOHTPOJIS M YBEJOMIJIEHUS MALUEHTOB O
nepeAaye MX JAHHBIX TPETHbHM JHMIAM. BBIABICHBI PUCKH yT€YeK MH(pOpPMAlUU B CBS3H C
HEI0CTaTOYHBIM YPOBHEM KHOepOe30MacHOCTH MEIUIMHCKMX MH()OPMALMOHHBIX CHUCTEM U
HU3KOW OCBEIOMJIEHHOCTbBIO MAllUEHTOB O CBOMX IIpaBax.

3akiioueHue. JJis TOBBINICHHsS] YPOBHsI 3alllUTHl BpaueOHOUM TakiHbl B Ka3zaxcrane
HE00X0IUMBI peOopMBbl B HECKOJIBKUX HAINpPaBICHUSX: YCHWJIEHHE CyJeOHOTr0 KOHTPOJIS MpU
3allpocax Ha  PAcCKpbITUE MEAMLIMHCKMX  JaHHBIX, YXECTOYEHUE YrOJOBHOW W
aMHHHMCTPATUBHOW OTBETCTBEHHOCTH 33 HMX HE3aKOHHOE pACIpPOCTPaHEHHE, BHEAPEHUE
MEXAHU3MOB IPO3PAaYHOCTU M YBEIOMIJICHHS IAIMEHTOB, a TaK)K€ COBEPILIECHCTBOBAaHUE
cTaHIapToB KubepodesonacHocTu. PasBurne 00pa3oBaTebHBIX MPOTPAMM TSI METUITUTHCKOTO
IIEPCOHAJIa U TOBBIIICHUE NPAaBOBOW I'PAMOTHOCTH IALIUEHTOB TAKXKE SIBIAIOTCS Ba)KHBIMU
[IaraMy K yCWJICHUIO HHCTUTYTA BpauyeOHOW TalfHBI U €T0 afanTaliy K Hu(PPOBOIA ATIOXE.

KiroueBble cjioBa: BpaueOHas TaifHa, IEPCOHAIbHBIE JJTaHHBIE, KOH(PUAECHINAIBLHOCTD,
KnOepOe30MacHOCTb, TPABO Ha YaCTHYIO XKU3Hb, KazaxcraH, nndpoBr3anus 34paBoOOXpaHEHHS,
MeMIUHCKast UH(pOpMaIys, IPaBOBOE PEryJIMpOBaHUE
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